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Tutorial outline

—_____________________\

Overview of challenges and methods
A Problem definition and applications

60 min A Overview of anomaly detection approaches
A Shallow vs deep methods

___\
\___

\______________________

/ Shallow anomaly detection models

A Distance/Density/Histogram/PCA  -based models
A Isolation-based models

A Code demonstration

Deep anomaly detection models

A Anomaly explanation in deep detectors
A Code demonstration

30 min Futur(? oppor.tunltles
Practical advices
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Part 1: Overview of
Challenges and Methods

A Problem definition and applications

A Challenges

A Overview of anomaly detection approaches
A Deep vs. shallow methods




What are Anomalies?

A Anomalies(a.k.a.,outliers, novelties): Points that are significantly different

from most of the data
V Rare > “’a'
Goo e RS S
V Irregular
Binary Output versus scoring Source:
Wikipedia

ABinary output generates a yes/no tag
APreferable and more general: Scoring output generates a realvalued score or rank

Multiple ways to define what makes an anomaly different




Types of Anomalies?

Point Anomaly

e

Group Anomaly

Contextual Point Anomaly

Contextual Group Anomaly

Low-level, Texture, Anomaly

A

A point anomaly is asingle anomalous point.

A group anomaly can be a cluster of anomalies or some
series of related points that are anomalous under the
joint series distribution.

A contextual point anomaly occurs if a point deviates in
its local context, here a spike in an otherwise normal
time series.

A low -level sensory anomaly deviates from the low -
level features

A semantic anomaly deviates in high-level factors of
variation or semantic concepts




Real -World Application Domains

Cybersecurity Social Network and Web Security Video Surveillance
attacks, malware, malicious false/malicious accounts, criminal activities, road

apps/URLs, biometric spoofing false/hate/toxic information accidents, violence, etc.

oS

j__cvgg_nsécunlw H©) \ 1 = —= -i. : b S
e — _ \! == 0_},/0 %@ o ,:j%

— \ ; 7 . ‘; : ;7_.—'_ .!." |
ﬂ P SR s
o - ’—a— shooting shoplifting

Healthcare Industrial Inspection
lesions, tumours, events in Defects, micrecracks
loT/ICU monitoring, etc. - 2

|

Finance
credit card/insurance frauds, market
manipulation, money laundering, etc.

Image source: UGErime dataMVTecAD data, etc.



Scientific Application Domains

Drug Discovery RoverBased Space Exploration
rare active substances unknowntextures

-~

- -

Astronomy.
Anomalous events

Bedrocl; Drill hole and tailings
(Sol 1032) (Sol 1496)

Material Science
exceptional molecule graphs

HZ0 -4

High-Energy Physics
Higgs boson particles




Application -Specific Complexities

Four key complexities
Heterogeneity

A Different anomalies may exhibit completely different
expressions e.g., accidents, robbery vs. explosion events

Application -specific methodologies

A Different methodologies required by different }
application -specific definitions , e.g., credit card frau(gz

(point anomalies) vs malicious accounts in social me B
(group anomalies)

Unknown Nature (unsupervised setting)
A Anomalies remain unknown until they actually occur

o ¢ o 01
o L., .
Coverage A LA
A Difficult to collect data covering all classes of anomalies . "

Explosion

Source: Wikipedia, UEFime
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Key Challenges

Challenge #1: Low Anomaly Detection Accuracy
ARareness and heterogeneity of anomalies in a dataset
AMany returned anomalies are noise or uninteresting instances

Challenge #2: Contextual and High -Dimensional Data
AAnomalies are visible only in context of implicit relations in temporal, spatial and graph data
Alncreased dimensionality also makes anomaly detection difficult

Challenge #3: Sample -Efficient Learning

ABuilding generalized detection models with a limited amount of labeled anomaly data

11



Key Challenges

Challenge #4: Noise -Resilient Anomaly Detection
AData may contain normal and anomalous instances with no labels (anomaly contamination)

AData may contain weak supervision information:
Coarse anomaly labels such as leveraging Jelesd labels to detect anomalous frames

Challenge #5: Complex Anomalies
AConditional/group anomalies
AMulti -modal anomalies

Challenge #6: Anomaly Explanation
AObtaining cues about why a specific instance is detected anomalies by specific methods
ABalancing interpretability and detection accuracy

12



Overview of Anomaly Detection Approaches

Feature Map

GT GOAD EBMs VAEs AAEs |
E— DSVDD DSAD  Flows CAEs |
OC-NN GAN(D) GAN(G) DAEs
|
> MVE Histogram ~ PCA rPCA | k-NN
Eﬂ‘; 1 SVDD SSAD Mahalanobis pPCA kPCA |, LOF
O | OC-SYM  KDE GMM  VQ k-Means , iForest
|

. - . > Model
Classification Probabilistic Reconstruction Distance

Ruff, L., Kauffmann, J.RgndermeulenR.A.Montavon, G.,SamekW.,Kloft, M., Dietterich T.G. and Miiller, K.R., 2021. A unifying review of deep and shallow anomaly
detection.Proceedings of the IEEE9(5), pp.75695. 13



Classification

Probabilistic

Reconstruction

Shallow vs. Deep
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Ruff, L., Kauffmann, J.RgndermeulenR.A.Montavon, G.,SamekW.,Kloft, M., Dietterich T.G. and Miiller, K.R., 2021. A unifying review of deep and shallow anomaly
detection.Proceedings of the IEEE9(5), pp.75495.
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Traditional (Shallow) Methods and Disadvantages

Statistical/probabilistic -based approaches
A Statistical testbased, depth-based, deviation-based

Proximity -based approach

A Distance-based, density-based, clustering-based

Shallow ML Models

A Construct an unsupervised (one-class) analog of a supervised ML model such as the SVM
A Use unsupervised dimensionality reduction methods, PCA, kernel PCA

Others
A Information -theoretic, subspace methods

Weaknesses

A Weak capability of capturing intricate relationships

A Lots of hand-crafting of algorithms and features [ad hoc]

AAd hoc nature makes it difficult to incorporate supervision seamlessly

15



Advantages of Deep Learning

Integrates  feature learning and anomaly scoring

AGeneratesnewly learned feature space A A uninformative and primitive feature
representations [e.g., image pixels]

AEnd-to-end learning A Can simultaneously learn features and relevant anomaly
scores [no hand-crafting of features]

AStrong feature learning A Captures intricate relations [e.g., mid-level image features

ADiverse neural architectures A Tailor to complex domains [e.g., RNN for time -series]

AUnified detection and explanation of anomalies A Better anomaly explanation
guaranteed by integration of detection and localization

AAnomaly -informed models with improved accuracy A Naturally integrates with
labeled data (easy to navigate spectrum of supervised and unsupervised models)

16



Deep vs Shallow [Traditional]: Example

Deep Method
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Deep vs. Shallow [Representation]

_ Deep methods Shallow methods

Feature space EXxpressive new space Primitive space

Low Level Features Mid Level Features High Level Features
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Deep vs. Shallow: [Algorithm Type]

_ Deep methods Shallow methods

Feature space EXxpressive new space Primitive space

Anomaly detection algo. Defined by NN structure  Heuristic or ad hoc
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Deep vs. Shallow [Feature Relations]

_ Deep methods Shallow methods

Feature space EXxpressive new space Primitive space

Anomaly detection algo. Defined by NN structure  Heuristic or ad hoc

Feature relations capture( Intricate Simple
High Level Features
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Deep vs. Shallow [Feature Learning
Methods for Diverse Data Types}

_ Deep methods Shallow methods

Feature space Expressive new space Primitive space

Anomaly detection algo. Defined by NN structure  Heuristic or ad hoc

Feature relations capture( Intricate Simple

Extracting features in Varying on architectures an Handcrafted feature

diverse types of data loss functions [e.d., RNN, extractors/offthe-shelf
CNN] methods

MLP, CNN, RNN, GNN, e&.random projection, PCA, subgraph patterns, optical flow, e

21



Deep vs. Shallow Methods [Explanation]

_ Deep methods Shallow methods

Feature space Expressive new space Primitive space

Anomaly detection algo. Defined by NN structure  Heuristic or ad hoc

Feature relations capture( Intricate Simple

Extracting features in Varying on architectures an Handcrafted feature

diverse types of data loss functions [e.d., RNN, extractors/offthe-shelf
CNN] methods

Unified anomaly detectior Yes No

and explanation

22



Part 2: Shallow anomaly
detection models

A Distance/Density -based methods
A Histogram -based method

A Principal Component Analysis

A Isolation -based methods

23



Distance -based method

Nearest Neighbour (kKNN) approach
A For each data point d compute the distance to the k-th

nearestneighbour d, - —®
A Sort all data points according to the distance d, ./ +. e
A Outliers are points that have the largest distance d, of/
A and therefore, are located in the sparser neighbourhoods ¢ o \ Threshold
A Usually, data points that have distance d, higher than a

threshold are identified asoutliers
A Not suitable for datasets that have modes with varying
density

Ramaswamy, S., Rastogi, R. and Shim, K., 2000, May. Efficient algorithms for mining outliers from large A&i&Seysaod
Record 29(2), pp. 42-A38.
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Density -based method

Local Outlier Factor (LOF)

A Compute the average of the ratios of the density of each point and the

density of its nearest neighbors

A Outliers are points with largest ratio value neighbourhoods

A Able to detect local anomalies

Many variants have been proposed to to
Improve efficiency, accuracy and robustness
of LOF, such as CBLOF, LDCOF and LDOF.

Width

100 120

80

60

|

|

50 60 70 80 90 100 110

Height

Breunig M.M.,Kriege] H.P., Ng, R.T. and Sander, J., 2000, May. LOF: identifying-tessithiocal outliersACMSigmodrecord 29(2), pp. 93.04.
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Histogram -based method

Assume each feature is independent; estimate the histograms separately and combine
Advantages: simple to use; easy to be distributed; suited for large-scale problem

Disadvantages: cannot capture complex feature dependency, while it works well in general
Decision boundary

7 Low density region

4/ L /
0 -
-2
100 —
-4 learned decision function
true inliers -
B true outliers H
0 : ! S e
-6 =4 =2 0 2 4 & 2 0.3 ok 0.5 0.6 0.7 8 0.9
|. Histogram-base Outlier Detection (HBOS) {errors: 0) nl

Goldstein, M. and Dengel, A., 2012. Histogram-based outlier score hbos): A fast unsupervised anomaly detection algorithm. In KI-2012: Poster and Demo Traqkp.59-63.




Principal Component Analysis (PCA)

A Calculating eigenvectors using all samples, where
outliers are far from the eigenvectors. This distance

can be used as the outlier score.

A Advantages: easy to understand; moderate
running time

@ Original points
® (O New points
@ Reconstruction

A Disadvantages: as a linear model, it could not

model complex results.

27



|solation Forest

The | solation Forest o0isolatesd6 observations
randomly selecting a split value between the maximum and minimum values of the selected feature.

100

Anomaly iTree 1 iTree 2 iTreen

,5 . Score o - o
) ® O olNe ofN

* ® e e
; N O C () ) £ )

“ 2 Q O GO OQ

O O O

Yo £()Q % JHe) where/H e) is the path length of test poiné traversed in tre€@

Liu F.T., Ting K.M. and Zhou Z.H. (2008) Isolation ForBsgdeedings of IEEE ICOMI13422. 28



Isolation Forest (cont.)
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Isolating partitions

A Large in sparse regions and small in dense regions
A Adapt to local data distribution

A This characteristic is important not only for point anomaly detection, but also
for deriving data dependent kernels (to be described later).

i i

(a) Axis-parallel splitting (b) NN partitioning

Qin, X,, Ting, K. M., Zhu, Y., & Lee, V. C. (2019, July). Nearest-neighbour-induced isolation similarity and its impact on density-based
clustering. In Proceedings of the AAAI Conference on Atrtificial Intelligence (Vol. 33, No. 01, pp. 4755-4762). 30



Isolation mechanism comparison

INNE : each region is a hypersphere defined with a center represented
by an instance from the subsample, and its boundary is defined by the
distance to the nearestneighbor (NN) of the instance at the center.

1(z)

Partition shape  hyper-rectangles hyper-spheres

2

Anomaly score  average measure overt average measure overt Usk
path lengths radiuses of hyper-sphere

Parameters P o number of partitioning cells
t d number of sets of partitionings

SourceTharinduet al 2018

Bandaragoda, T.R., Ting, K.M., Albrecht, D., Liu, F.T., Zhu, Y. and Wells, J.R., 2018. Isolationdased anomaly detection using
nearestzeighbor ensembles. Computational Intelligence, 34(4), pp.968-998. 31



IForest versus INNE

6 red anomalies

~—
&
~—
o
|

—iForest (1) = 32)
—iNNE (¢ = 32)

(b)

Path-length

IForest contour

N

@

p
Anomaly score

'L INNEcontour
SourceTharinduet al 2018




Example handwritten digits: MNIST

top 2 anomalies per digit




Example handwritten digits: MNIST
bottom 2 anomalies (most typical example) per digit

IForest IN

Z
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Isolation -based methods are
beyond point anomaly detection

Since the idea of Isolation was conceived, it was never confine to point
anomaly detection only.

Two notable recent developments:

A lIsolation Kernel (IK): A data dependent kernel which has a unique
characteristic: two points, as measured by IK derived with a dataset in a
sparse region, are more similar than the same two points, as measured by

IK derived with a dataset in a dense region.

A lIsolation Distributional Kernel (IDK) measures the similarity of two
distributions, based on the framework of kernel mean embedding.

35



|solation Kernel Calculation (NN  -Voronol
Diagram )

é é

!
We can use a nearest neighbour method to split a data space into 8 noroverlapping partitions,

and independently conduct this partitioning strategy for t=100 trials. If two points 0 and 0 are

located in the same partition (sharing the same nearest subsample point) in 25 out of 100 trials,
then the similarity between 0 and o is estimated as 0.25,i.e.p o0 T1& v
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|solation Kernel Feature Map

5 (0) is abinary vector that represents the partitions in all the partitionin gs, where x falls in to
only one of [ cells in each partitioning.
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Point -Set Kernel

Given a point 0 and a seto 0 ,and olo; N Y, the point-set
similarity between 0 and 0 is the average pairwise similarity between 0
and every point in 0, defined as follows:

O (6 <O) s.!is O (6f SO)

Where 5 (0) ;éBé 5 (0) is the kernel mean map of v .

B (O3 6

o-1©
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Point -Set

Rd Sl
+7
M
£
1
T+

Kernel (cont.)

we normalise it to [0, 1] as

------------------------- H R
- 2, AID) — (360 8(4)
* V@), 81y (B(4), B(4)
""""""""""""""""""""""""""""""""" > B(x)
3(4) = — 3 a(y)
Al 7=
» 7 B(S5) Y

Becausds (0) can be precalculated, estimating the similarity between a point and a set
points costs constant time p .
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Isolation Distributional Kernel (IDK)

« x P
LO) ———
NS
1. Asll (Isolation Kernel) is a characteristic kernel, then its kernel mean map is injective, i.e.,
“e(0) +(0)  mifandonlyifdo 0 .

2. Data dependent property: Two distributions, as measured by IDK derived in sparse region,

are more similar than the same two distributions, as measured by IDK derived in dense
region.

N

- Key in improving tasispecific performance
3. It has finitedimensional feature mapo (0 b ) & (0 )3 (0 YO
- Key in low time complexity
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IDK: Group Anomaly Detection

IDK : Using two levels of IDK to detect group anomalies [KDDRDE2P

Levell maps each group to a point in LexteHilbert space

Levet2 maps levell pts and the set of levdl pts to pts in Level Hilbert space

Level-1 IDK

Level-2 IDK

- S S EE N W M EE BN OB RS S e e e e
-

K.M. Ting, BC. Xu, T. Washio,-A. Zhou. Isolation Distributional Kernel: A New Tool for Point and Group Anomaly DetdE&itefs.

Transactions on Knowledge and Data Engineering (2022).
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IDK: Time Series Anomaly Detection

A new treatment for timeseries. This is a paradigm shift from the time domain and
frequency domain approachesthat have beenaround for more than 100years.

IDK Is the best for periodic time series becauseit is more effective in detecting anomalous
subsequenceghat are shortened/lengthened . It also runs orders of magnitude faster because

It needs no additional process apart from the feature mapping, e.g., it only costs 661 CPU
secondson 1 million data length.

value

A VAN WA WANAWA

tirmee steps tirmee steps tirmee steps

2000 4000 6000 8000 10000
1.0 |

0.8 — STOMP
Qo6 —— NormA
o

g 0.4 |DK2

0.2
0.0

0 2000 4000 6000 8000 10000

() Px, = Px;, (e) X, + N(0,6%) () Px e mi0.02)

(a) Noisy_sine
Figure 1: Example sine waves (with m = 1000) and their pdfs

Kai Ming TingZhongyou_iu,Hang ZhangYe Zhu (2022) New Distributional Treatment for Time Series and an anomaly detection
investigation. To appear in VLDB22 42



Part 3: Deep anomaly
detection models

A The modeling perspective
A The supervision information perspective

A Anomaly explanation in deep detectors

43



Three Principal Categories

Endto-end optimization of

Anomaly Scoring
Loss Function

Anomaly detectiorspecific pipeline with score learming N —""
m | m [ feature learning O ¢
2 22 22k Reconstruction/Prediction/Anomaly :
TR Measure-driven Loss Function OO
4 A 4

Anomaly Scores

-0l * ? O-Ol ¢ | OO |

O-00] | tp [ O-00
O0-00 f D000

1 12 I1K
i i Z.u; ____________________
Z..-.f] éfm. -:- Z.:M.r
&
(a) Deep Learning for Feature Extraction (b) Learning Feature Representations of Normality (c) End-toend Anomaly Score Learning
Simplest approaches Most methods belong to this category,  Often more effective than the

e.g., autoencodetr, GANs, one-class models other two approaches

Pang, Guansongt al. Deep learning for anomaly detection: A reviesMCM Computing Survey 54, 2,
Article 38 (March 2021), 38 pagéstps://doi.org/10.1145/3439950 arXivpreprint. 44



https://doi.org/10.1145/3439950
https://arxiv.org/abs/2007.02500

Categorization Based on Supervision

Unsupervised approach
AWorking on anomaly -contaminated unlabeled data; no manually labeled training data

ALimited work done

Semi -supervised approach @Tf |

AAssuming the availability of a set of manually labeled normal training data
AMost of current deep methods belong to this approach

Weakly -supervised approach

AAssuming we have some labels for anomaly classes, yet the class labels arpartial (i.e., they do not
span the entire set of anomaly class),nexact (i.e., coarsegrained labels), or inaccurate (i.e., some

given labels can be incorrect)
ALimited work done

45



Main approach |: Deep learning for
feature extraction

p
Leveraging existing deep models to extract low - ommmme| VOTKING purely as}
dimensional features for downstream anomaly Friiriy feature extraction
measures = Aromaly Scores
AThe feature extraction and the anomaly scoring are fully disjointed O';'Q f
AAssumption : the extracted features preserve the discriminative O-0O0] | = [ hesame
information that helps separate anomalies from normal instances . g
General framework i e
1. Givendataset’ f{e he FEhe }0 Q& @ 5 , the approach is -
formulated as y %ol

(a) Deep Learning for Feature Extraction

where %6 © VW is a deepneuraknetwork-based feature mapping, with v 5 0 L 'O

2. An anomaly measure, i.e., Jjthat has no connection to ~ , is then
applied onto the new space to calculate anomaly scores

Two directions pre-trained modelsvsdirectly training deep feature extractorsn the target data

46



Main approach Il 0 Learning feature
representations of normality

To integrate feature learning with anomaly scoring in some
ways, rather than fully decoupling them as in Approach |

AGeneric normality feature learning

{©", W*} = arg min Z E(g&(g’)(x @)W))

o, W _—x

sx = [ (X, por, Yw+),

( is a surrogate feature learning functiafds a loss function)

e.g., autoencoder methods
V ~ &encoder; &decodef]d a reconstruction errebased anomaly score

47



Autoencoders

To learn some low  -dimensional feature representation space on
which the given data instances can be well reconstructed

AAssumption : Normal instances can be better reconstructed from compressed feature space than
anomalies

General Framework
1. Bottleneck architecture + reconstruction loss
2. The larger reconstruction errors the more abnormal 9 B

Z=0(x:0,), X=¢q(z;0y),

=]

|
N

2

Learned
12 N representation

[TTTTTTTT]3
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s
7N
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Original

{©,.07} = alcz)ge,lgin; HX — Qg (¢e(X; O.): @d)”z’ e o -

2 Encoder Decoder
[x — pa(ge (x:0}):07)||"-

Sx =

Image sourceTowards Data Science
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Generative Adversarial Networks (GANS)

To adversarially learn a latent space that captures the
normality underlying the given data

AAssumption : Normal data instances can be better generated than anomalies from the latent
feature space of the generative network in GANs

General framework
1. Train a GAN -based model

2. Calculate anomaly scores by looking into the difference between an input instance and its
counterpart generated from the latent space of the generator
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Predictability modeling

Learn representations by using temporally adjacent instances
as the context to predict the current/future instances

AAssumption : Normal instances aretemporally more predictable than anomalies

Input Prediction Ground truth

It+1

General framework
1. Train a current/future instance prediction network i (eSS WS MR SRR W

2. Calculate the difference between the predicted instancei
and the actual instance as anomaly score. '

normal

abnormal




Self -supervised classification

Learn representations of normality by self -supervised
classification with different data augmentation operations

AAssumption : Normal instances are more consistent to selfsupervised classifiers than anomalies

General framework Transformations  Classification
1. Apply different augmentation operations to the data

2. Instances that are augmented with the same operation ﬂna
are treated as from the class, such as flipping, cropping, erasing |F#
3. Learn a multi-class classification model using these

synthetic class labels ——

4. Calculate the inconsistency of the instance to the model ™™ ™" operatons tor surogae supervsin ">
as anomaly score

Data of Multiple Pseudo Classes

Regular Affine Transformation

Pseudo Class Probabilities

r -

Image source: Wangiqi et al. "Effective Entb-SY R | ya dzZLISNIPAASR hdzif ASNI 5SGSO0A2Yy NOwkIPS2a19 ft ASNJ t NA2NRG&
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Distance -based measure

Learning representations tailored for distance -based measures
AAssumption : Anomalies are distributed far from their closest neighbors while normal

Instancesare located in dense neighborhoods

Distancebased measure

The general framework

1. Devise a feature mapping function %othat maps original data onto

a new representation space

2. Optimize the feature representations such that anomalies have larger
distance to some reference instances than normal instances

3. Anomaly scoring using the desired distance measure in the new space

3
Q.;. O ¢
Q...(;)Q
O0~00

Dataset ¥
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One -class classification measure

Learning representations tailored for one -class classification

AAssumption : All normal instances come from a single (abstract) class and can be summarized by a
compact model, to which anomalies do not conform

Oneclass classification

measure
The general framework !

1. Devise a feature mapping function %cthat maps original data onto OO %
a new representation space OOO

2. Optimize the feature representations using one-class classification loss ; )
3. Anomaly scoring using the one -class classification model in the new space OO=-O0O

Dataset ¥
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Cluster -based measure

Learning representations so that anomalies are clearly deviated from
the clusters in the newly learned representation space

AAssumption : Normal instances have stronger adherence to clusters than anomalies

Clusterbased measure
The general framework i

1. Devise a feature mapping function %oethat maps original data onto O-0) ¢
a new representation space :

2. Optimize the feature representations using clustering -based loss O"'QO
3. Anomaly scoring using a cluster -based anomaly measure in the new space OO=0)

Dataset Y
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Main approach lll 0 End -to -end anomaly
score learning

Directly learn anomaly scores in an end -to -end fashion
AHas a neural network that directly learns scalar anomaly scores |
A(surrogate) Loss functions for anomaly ranking/classification A loss Punction’
AGenerally requiring supervision of (synthetic or real) anomaly data e = O .
ANot dependent on existing anomaly measures — | Q) :
ooy |

AFormally, the general formulation is as follows ¢ | 0-O

O = arg min Z f(’[(x; @)), /__O_ O/(?

OO-00

© xeX

! 1
1 I
! 1
1 I
! 1
= Dataset ¥ | = ===0@éteememecccc--Beo-ooooooono
sy = T(x;07).
Dataset
(b) Learning Feature Representations of Normality X

(c) End-toend Anomaly Score Learning

Awhere tdn © g is anend-to-end anomaly scoring network
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Ranking models

Learn a ranking model that is associated with the absolute/relative
ordering relation of the instance abnormality

Assumption : There exists an observable ordinal variable that captures some data abnormality

The general framework
1. Define the (synthetic) ordinal variable

2. Use the variable to define a surrogate loss functions for anomaly ranking and train the
detection model

3. Given atest instance, the model directly gives its anomaly score
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Prior -driven models

Impose a prior over the anomaly scores to drive the anomaly
score learning
AAssumption : The imposed prior captures the underlying (ab)normality of the dataset

The general framework

1. Impose a prior over the weight parameters of a neural network -based anomaly scoring
measure, or over the expectedanomaly scores

2. Optimize the anomaly ranking/classification with the prior
3. Given atest instance, the model directly gives its anomaly score
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End -to -end one -class classification

Train aone -class classifier that discriminates whether a given
instance is normal or synthetic outliers in an end -to -end fashion

AAssumptions : (i) Data instances that are approximated to anomalies can be effectively
synthesized. (i) All normal instances can be summarized by a discriminative one -class model

The general framework
AGenerate artificial outliers
ATrain a GAN to discriminate whether a given instance is normal or an artificial outlier

Epoch 0 Epoch 3000 Epoch 7000 Epoch 30000

Epoch 30000

— .*f Generic GAN

Indistinguishable

Specifically
designed
GAN

Image source: Ngo, Phuc Cuong, et al. "Fence GAN: Towards better anomaly detection.” In: ICTAI. 2019.
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Softmax likelihood models

Learn anomaly scores by maximizing the likelihood of events in
the training data

AAssumption : Anomalies and normal instances are respectively low- and high-probability events
Alt is primarily designed for categorical data.Different types of interactions can be incorporated.

The general framework

exp (r(x; G)))
1. The probability of an event is modeled using a softmax function p(x:0)

i 2ixeX €Xp (T(XQ ®))

T is an anomaly scoring function

2. The parameters are then learned by a maximum likelihood function

©" = arg max Z log p(x; ©)
© xeX
3. Given a test instance, the model directly gives its anomaly score by the event probability
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Skill

Anomaly explanation

To provide tangible explanation of why specific data points are
considered as anomalies

T} [Te}
N R y N
R S
L - — 2
E
o Pe
w0 w - ;-'
P 0 I | T | o A ! ‘y
16 20 25 30 35 40 45 5 5254 56 568 6 6.2 64 A:_‘
Age Height G 03-05 (8
"v-ﬁ'?SI. 09:48:43
(a) (b) o
Detectorindependent outlying aspect mining Unified anomaly detection and explanation
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Unified anomaly detection and explanation
in deep detectors

Data Feature-wise reconstruction errors for anomaly

: explanation Largererrorsindicate more outlying
reconstructio aspectsof the anomalies

Deep method

_ Uses the backropagation of gradient/activation values to
propaga’uon obtain the contribution of features to anomaly scores
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Data reconstruction

-distance autoencoders vs. SSIM autoencoders

Input x

<~

Reconstruction )A(

% (x, %)

-distance

Brighter colors indicate larger
dissimilarity between input and
reconstruction

[(x,x) c(x, X)

i SSIM (x,X)

Lumlnance Contrast

Structure

SSIM

Bergmann, Paul, et al. "Improving unsupervised defect segmentation by applying structural similarity to autoenaodeysr&print arxiv:1807.0201(2018).
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Back -propagation approach

This approach uses the back

-propagation of gradient/activation

values to obtain the contribution of features to anomaly scores
AGradient back-propagation, such as Grad-CAM , is arguably the most popular method used

global average pooling

1 0y°
=7 Z ; OAF.
——

L

"\ Feature maps

gradients via backprop

Grad-cam = ReLU (Z O‘iAk)
k

A

o

w

linear combination

Prediction scores (e.g., anomaly

-

AR
Sl n sy
S
NI

Guided Gra&-CAM

Guided Backpropagation

Rectified Conv FC Layer
Feature Maps Activations

(}

Grad-CAM

SelvarajyRamprasaatir., et al. "Gragdtam: Visual explanations from deep networks via gradbaged localization.” ICCYpp. 618626. 2017.
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Guided Grad -CAM 0 Examples

(b) Guided Backprop ‘Cat’ (c) Grad-CAM ‘Cat’ (d) Guided Grad-CAM ‘Cat’

(g) Original Image h) Guided Backprop ‘Dog’|] (1) Grad-CAM ‘Dog”  |(j)Guided Grad-CAM ‘Dog’

SelvarajyRamprasaatir., et al. "Gragdtam: Visual explanations from deep networks via gradbaged localization.” ICCYpp. 618626. 2017.
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Normality attention learning

Convolutional adversarial variational autoencoder with guided

attention (CAVGA) Normal trammg Images Attention Expansion Loss L,
ALatent representations z preserve normal patterns S nPut
AUsing attention map derived from Grad -CAM - . @ &f:‘:‘.;; ‘*"em"map

to supervise and localize as muchnormal regions as "™mse encoder @
- ] [|J ==
Reconstructed

possible: ‘
Decoder Dlscrlmlnator

Image t

Training: Lfinal = Wy L + Wagy Ladgy + WaeLiae
Convolutional VAE.L = LR(:U 5(:) + K L(qy(z|2)]|pg(2]2)) Anomaly localization 1- A,
during inference: ©e

GANS: Lady = == Z log(D(x;)) + log(1 — D(;)) |

: : where A is the attention map gained by using the convolutional
Attention expansion: L,.1 = — — A : . )
P 14 ; Aig) representationsz* to backpropagate gradients as in Gr&atAM

VenkataramanayShashankgaet al. "Attention guided anomaly localization in images EGCVpp. 485503. Springer, Cham, 2020.
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Normality attention learning 0 Examples

AAfter applying the attention expansion, the model is enforced to attend to the entire images
to look for any possible normal patterns

Anomalous attention Normal attention
anomalous e
o q H

before before

VenkataramanayShashankgaet al. "Attention guided anomaly localization in images EGCVpp. 485503. Springer, Cham, 2020.

66



Part 4. Future opportunities
and practical advices
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Direction #1 0 Exploring anomaly -
supervisory signals

Unsupervised
AData reconstruction, generator-discriminator, pseudo class labels, etc.

Self -supervised
ASelf-supervised classification, future prediction, etc.

Anomaly measure  -driven
APresuming some distribution of normal/anomalous data, e.g., one -class, cluster, distance, etc.

Are there other more effective sources of supervisory signals?

Domain -driven anomaly detection?
AApplication -specific knowledge of anomaly
AExpert rules, etc.
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Direction #2 0 Deep weakly -supervised
anomaly detection

Few -shot anomaly detection or data -efficient anomaly detection
AlLeveraging a few anomaly examples to perform anomaly -informed detection

AData efficiency?
AOverfitting?

Unknown anomaly detection
ATo generalize from the limited labeled anomalies to novel classes of anomaly

Learning detection models with coarse -grained anomaly labels
AHow to effectively leverage such label information
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Direction #3 0 Large -scale normality
learning

Large -scale unsupervised/self -supervised representation
learning specifically designed for anomaly detection

AAny anomaly contamination in the large -scale data?
AKnowledge transferable across different domains?

AHow about different types of datasets or anomalies?
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Direction #4 0 Deep detection of

complex anomalies

Deep models for conditional/group anomalies
ACapturing complex temporal/spatial dependence
AL earning representations of a set of unordered data points

Multimodal anomaly detection

AExcellent capability in learning feature representations from different types of
raw data

AFlexible feature representation fusion
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Direction #5 0 Interpretable and
actionable deep anomaly detection

Interpretable deep anomaly detection
Alntrinsically interpretable deep detection models?

Actionable deep anomaly detection
AQuantifying the impact of detected anomalies and mitigation actions
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6 0 Novel applications and

Direction #

g
settings
Safety in B8
Out -of -distribution (OOD) detection autonomou &t

AAccurate classification while being able to detect any data systems
Instances that are drawn far away from the given training

distribution

Curiosity learning

ACuriosity -driven exploration: Encouraging reinforcement
learning agents to explore novel states

Non -i.i.d . anomaly detection PR
azyuSl c

Detection of adversarial examples Revenge

Anti -spoofing in biometric systems

Anomaly detection in scientific data
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Practical Advices

No free lunch theorem
No single anomaly detector can always outperform. Even we know the *best* anomaly

detection algorithm for a task, we need to set the hyperparameters for it.
Consequently, we need to select for both:

A the detection algorithm and
A its corresponding hyperparameters (default is insufficient)

It is often necessaryto try many algorithms.

Average AD model performance across 57 benchmark datasets.

Han, S., Hu, X., Huang, H., Jiang, M., & Zhao, Y. (R0EYnchAnomaly detection benchmark. Advances in Neural Information
Processing Systems, 35, 3243@2159. 74



